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Overview 
The COVID-19 pandemic has forced Auxiliary units to move nearly all their meetings and training sessions to online 
video conferencing platforms. If these meetings and training sessions are left unprotected, malicious actors can gain 
unauthorized access to these meetings, known as “Zoom bombing,” which is intrusive and disruptive to Auxiliary 
business. Zoom bombing can lead to unauthorized disclosures of Auxiliarists’ personally identifiable information (PII). 
It can also compromise sensitive data about Auxiliary strategies, plans, and operations that are discussed during 
online meetings. To prevent this, we recommend that Auxiliarists enable certain security features in their online video 
conference platforms.  

Below, we describe the steps Auxiliarists will need to take to enable these security features on several of the most 
popular online video conferencing platforms: Zoom, GoToMeeting, Microsoft Teams, WebEx, and Google Meet. 

Enabling password, waiting room features on Zoom 

We recommend setting a meeting password for attendees and enabling the “waiting room” feature on Zoom. This 
creates at least two layers of security protection for Zoom meetings. 

To enable the meeting password and “waiting room” features, the meeting organizer should select the “enable 
password” and “waiting room” check boxes when scheduling the Zoom meeting. These options are highlighted in red 
in Figure 1, below. 

 

Figure 1: The passcode and waiting room security features for Zoom meetings are highlighted inside the red rectangle. 

 



 

 

 

Enabling password, waiting room features on GoToMeeting 

To enable passwords on GoToMeeting, click the “password” tab when scheduling a meeting, then enter a password 
for your meeting attendees to use. Be sure to send this password to your attendees prior to the start of the meeting. 
This option is highlighted inside a red rectangle in Figure 2, below. 

 

 

Figure 2: In this screenshot from goto.com, the password setting for meetings appears inside a red rectangle. 

 

 

 



 

 

We also suggest that you lock your meeting once attendees have arrived. This will not prevent latecomers from 
attending your meeting. Instead, those who attempt to join your meeting after you’ve locked it will be placed into a 
waiting room. They can then be admitted to your meeting manually. To enable this security feature, click the lock icon 
at the top of the GoToMeeting app, shown in Figure 3. 

 

 

 

Enabling waiting room features on Microsoft Teams 

Currently Microsoft Teams doesn’t have a password feature, but we recommend enabling the “waiting room” feature 
on Teams meetings. This creates basic security protection for Teams meetings. These are found in Meeting Options.  

To enable the “waiting room” features, the meeting organizer should set the “Who Can Bypass the lobby” to “Only 
Me” and set “Always let callers bypass the lobby” to “No”. These options are highlighted in red in Figure 4, below. 

 

Figure 4: The waiting room security feature for Teams meetings are highlighted inside the red rectangle. 

Figure 3: In this screenshot from goto.com, the lock icon--which places late arrivals to your meeting in a waiting room--
appears inside a red rectangle. 



 

 

 

Enabling password and waiting room features on Cisco WebEx 

You should schedule individual meetings versus using a personal room. This means the meeting invitation is only good 
for the scheduled meeting, versus using your personal meeting room. A meeting password is therefore required. Do 
no post this password, rather send it in the invitation to guests via email or by adding them as attendees.  

 

If you must use your personal room, set it to automatically lock when your meeting starts. We recommend locking 
your room at 0 minutes. You can set auto lock settings by selecting Preferences > My Personal Room 

 

You should choose to be notified when someone enters your Personal Room lobby.  



 

 

 

Enabling security features on Google Meet 

When scheduling a conference on Google Meet, we recommend that you disable the “quick access” feature. Doing this will 
activate many security functions. To get started, look for the gear icon, which is indicated with a red arrow in the figure below.

 

Figure 5: Click the gear icon, shown here inside the red rectangle, when schedulng a conference on Google Meet. Doing this will show you an option to enable 
important security features. 

Next, you should uncheck the “Quick Access” box, highlighted in Figure 6 with a red arrow. Doing this will enable several security 
features at once. These measures include blocking individuals who attempt to join the conference anonymously and requiring 
the host to admit attendees manually who have not previously been invited to the meeting.  

 

Figure 6: The Quick Access setting should be disabled when scheduling a conference on Google Meet. You can disable quick access by unchecking the blue box 
shown above. 



 

 

 

Additional General Web Conferencing Tips 

Here are some tips regardless of what platform you are using: 

1) Connect securely. Make sure your home network is secure.  
2) Keep your PC or device updated with patches. Running Windows Update for example or using a free tool like 

PatchMyPC can help unsure you keep your device updated.  
3) Keep your application up to date. If your application uses a downloaded client make sure to keep it updated.  
4) Control access. Know who you invited and who is entering the meeting.  

 

Conclusion 

Using the basic security features that are built into video conferencing software applications like Zoom, GoToMeeting, 
and Microsoft Teams is a simple and effective way to secure Auxiliary communications. 

In addition to implementing the video conference security measures described in this bulletin, we encourage 
Auxiliarists to stay up to date with the latest cybersecurity division guidance on our website. 
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